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Abstract. Peer-to-peer systems such as Gnutella and Kazaa are used
by millions of people for sharing music and many other �les over the
Internet, and they account for a signi�can t portion of the Internet traf-
�c. The tra�c in a peer-to-peer overlay network is di�eren t from that in
WWW in that each peer is both a client and a server. This suggeststhat
one can deploy a forward cache at the Internet gateway of a network to
reduce the amount of queriesgoing outside, or a revere cache at the gate-
way to reduce the amount of queries going inside, which in turn reduces
the queries that are forwarded outside. In this paper, we study the e�ec-
tiv enessof forward and reversecaching at the gateway via analysis and
experimental measurement. Our study shows that forward caching and
reverse caching at the gateway are equally e�ectiv e at reducing query
and query reply tra�c acrossthe gateway.

1 In tro duction

In the �rst six years of the Internet explosion, one type of dominating tra�c
over the Internet had been HTTP tra�c generatedfrom widespreadaccessing
of the World Wide Web. Around the year 2000, a new paradigm for Internet
applications emergedand has quickly prevailed. Today, the so-called peer-to-
peer (p2p) systemsand applications such as Gnutella and Kazaa are routinely
usedby millions of peoplefor sharing music and other �les over the Internet, and
they account for a signi�can t portion of the Internet tra�c. For example, the
continuous network tra�c measurement at the University of Wisconsin (http:
//wwwstats.net.wisc.edu ) shows that peer-to-peer tra�c (Kazaa, Gnutella, and
eDonkey) accounts for 25{30% of the total campustra�c (in and out) in August
2002,while at the sametime, web-related tra�c accounts for about 23% of the
total incoming and 10% of the total outgoing tra�c.

The tra�c generated by a p2p network such as Gnutella falls under two
categories:the protocol messagesfor maintaining the overlay network and for
searching data �les, and the actual data messagesfor downloading �les. Since
the actual data download is performed through direct connectionsbetween the

In Proceedings of the 9th International Workshop on Web Content Caching and
Distribution (WCW'04) , Beijing, China, October 18-20, 2004.



2

source and destination servents via HTTP , such tra�c can be cached using
o�-the-shelf web caching proxies. Thus the more interesting question is how
to reduce the protocol messageswhich are typically propagated in the overlay
network via controlled 
o oding.

Similar to accessesof web content, researchers have found that search mes-
sages(queries) in p2p networks such as Gnutella exhibit temporal locality. This
suggeststhat caching can prove to be an e�ectiv e technique in reducing network
bandwidth consumedby thesequeriesand the latency in retrieving query replies.
While the locality in web accessesis determined solely by the URLs being ac-
cessed,the locality in the queries in p2p networks also takes into account the
TTLs and the next hop nodesin the overlay, as thesetwo factors also a�ect the
set of the query replies that will be received.

Several query caching schemeshave beendeveloped and have con�rmed the
e�ectiv enessof query caching [1{3]. In particular, a transparent caching scheme
has beenproposedin [3] where p2p caching proxies are attached to the gateway
routers of organizations or ISPs, i.e., similar to how web caching proxies are
typically deployed, with the goal of reducing p2p tra�c in and out of the gate-
ways. The gateway router is con�gured to redirect TCP tra�c going outside and
to well known p2p ports, e.g., 6346 for Gnutella, to the attached p2p caching
proxies. We call this forward caching as the the cache acts on outgoing queries.

A fundamental di�erence between the tra�c in p2p overlay networks and
web tra�c is that a peer in a p2p network is both a client and a server. This
observation suggeststhat one can also deploy a reversecaching proxy at the
gateway of an organization to exploit the locality in queries coming into that
organization. Intuitiv ely, compared to a forward proxy, a reverseproxy will see
fewer distinct queries since there are fewer peers within an organization than
their neighbors outside, and query locality distinguishesqueriessent to di�eren t
forwarders. Consequently , reversecaching is expected to achieve a higher cache
hit ratio than forward caching due to fewer capacity misses,and thus is seemingly
more e�ectiv e than forward caching in reducing query tra�c acrossthe gateway.

In this paper, we study the relativee�ectiv enessbetweentransparent forward
and reversecaching at the gateway focusing on Gnutella networks. We present
a detailed analysis that shows reversecaching and forward caching are equally
e�ectiv e assumingthe cachesstore the samenumber of query hits, disregarding
how many queriesthey are for. We further con�rm our analysiswith experimen-
tal results collected from a testbed running eight Gnutella servents behind the
caching proxies.

2 Preliminaries

2.1 The Gn utella Proto col

To set up the context for the analysisof forward and reversecaching, we brie
y
discussGnutella's node joining process,its implications on the topology of the
part of Gnutella network inside an organization, and the query requestand reply
protocols. The details of the Gnutella protocol can be found in [4,5].
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Topology of Gnutella networks inside an organization The joining processof a
typical Gnutella servent is as follows. When a servent wants to connect, it �rst
looks up its host cache�le to �nd addressesof Gnutella servents to connect to.
The servent addressesare removed from the host cache after they are read. If
the host cache is empty, it tries to connect to a well known Gnutella host cache
server (also called PONG server) to receive PONG messagesin response to
its PING message.After receiving the PONG messages,the servent tries to
establish connectionswith the servents whoseaddressesare obtained from the
PONG messages.

A typical Gnutella servent S, after establishing a pre-speci�ed number of
Gnutella connections,periodically sendsPING messagesto monitor thesecon-
nections. In responseS receives a number of PONG messages3, which are ap-
pendedat the end of S's host cache �le. In addition, when an existing connection
with someservent S1 is brokendown, S1's addressinformation is savedand even-
tually will be added to S's host cache when it leavesthe Gnutella network.

In summary, during the joining processof a typical Gnutella servent, the
neighbors are chosenfrom the host cache whosecontent is fairly random. This
suggeststhat it is unlikely servents from the same organization will become
neighbors of each other, and consequently query messageswill travel acrossthe
gateway of the organization.

Query and query replies In order to locate a �le, a servent sendsa query request
to all its direct neighbors,which in turn forward the query to their neighbors,and
the processrepeats.Each Gnutella query is identi�ed by a unique tuple of (muid,
query string, forwarder, neighbor, ttl, minimum speed) values, where
the query is forwarded from the forwarder servent to the neighbor servent,
and the minimumspeed value speci�es the minimum speedthat a servent should
be able to connect at if replying to the query. When a servent receivesa query
request, it searches its local �les for matches to the query and returns a query
reply containing all the matches it �nds. Query replies follow the reversepath
of query requeststo reach the servents that initiated the queries.The servents
along the path do not cache the query replies.

To avoid 
o oding the network, each query contains a TTL �eld, which is
usually initialized to a default value of 7. When a servent receivesa query with
a positive TTL, it decrements the TTL beforeforwarding the query to its neigh-
bors. Queriesreceived with TTL equal to 1 are not forwarded.

2.2 Transparen t Query Caching

The natural way of performing transparent query caching in p2p overlay net-
works is similar to transparent web caching. A caching proxy is attached to the
gateway router, the router is con�gured to redirect outgoing TCP tra�c to cer-
tain designatedports (e.g., 6346 for Gnutella) to the attached proxy, and the
proxy hijacks such connectionsgoing out of the gateway. The proxy can then

3 In Gnutella version 0.6, a servent usesits PONG cache to generatePONG messages.
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cache query replies from outside the gateway and usethem in the future to reply
to queriesfrom inside. Sincethe cached query repliesare usedto reply to queries
going outside the gateway, we call this forward query caching.

However, queriescan also comeinside the gateway along the hijacked outgo-
ing connectionsat the proxy. This is due to a fundamental di�erence between
caching in p2p and web caching, that is, a peer node inside an organization acts
both as a client and a server, while nodes involved in web tra�c inside an or-
ganization are only clients (i.e., browsers). Therefore, in principle, the caching
proxy can also inspect the queries that come from outside the gateway on the
hijacked connectionsand cache query repliesreceived from the nodesinside. The
proxy can then usethe cached query replies to serve future queriescoming from
outside along the hijacked connections.We call this reversequery caching.

Hijacking incoming connections The above transparent caching scheme only
hijacks outgoing connectionsfrom servents inside the router, i.e., Gnutella con-
nections that are initiated by inside servents to port 6346 of outside servents.
The incoming connectionsfrom servents outside the router to servents inside can
also be hijacked by con�guring the external interface of the router to redirect
incoming tra�c to an attached proxy, similar to how outgoing connectionsare
hijacked.

We note that the di�erence between our de�nitions of forward and reverse
caching are orthogonal to whether the hijacked connectionsare outgoing or in-
coming connectionsin the overlay, sincethe query tra�c going through them is
indi�eren t to who initiated the connections.

2.3 The Caching Algorithm

We summarize the caching algorithm used by the proxy previously described
in [3]. First, all the PING/PONG messagesinitiated or forwarded by the ser-
vents, insideor outside,goingacrossthe gateway will beforwardedby the caching
proxy. The caching proxy will not change the TTL, and thus the reachabilit y
of PING/PONG messagesremains the same as before. Similarly, HTTP data
download messageswill be tunneled through una�ected.

Our caching algorithm caches query hits according to the tuple of (query
string, neighbor, ttl) values of the query they correspond to. It usestwo
main data structures. First, any time the proxy tunnels a query to outside ser-
vents, it records the muid, the query string, and the TTL information in a
Cache Miss Table (CMT). When a query hit is received from outside, its muid is
checked against CMT to �nd the corresponding query string and TTL, which is
usedto index into the cache table. The cache table (CT) is the data structure for
storing cached query hits. For each CT entry CT(i), the algorithm addsa vector
�eld to remember the muid and forwarder of up to 10 most recent queriesfor
which query hits are replied using that cache entry .

Every time a new query results in a cache hit with CT(i), i.e., with a match-
ing tuple (query string, neighbor, ttl) , the muid of the new messageis
compared with those stored in CT(i). If the muid matches that of any of the
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Fig. 1. Servent node A and its three neighbors outside the gateway.

10 stored previous queriesreplied to by the proxy using CT(i), it suggeststhat
the samequery reached the proxy a short while ago, and the query is dropped.
Otherwise, the proxy is seeingthis query messagewith this muid for the �rst
time, and hencethe proxy replies from the cache. The muid of this new query
is then stored in the vector �eld of the corresponding CT entry .

Speed rewriting Upon a cache miss, the proxy rewrites the minimum speed�eld
of the query to zero before forwarding it to outside the gateway. As a result, it
collectsquery hits with all possiblespeeds.For a subsequent query that matches
all other parameters with the cached query hits, but speci�es a non-zero min-
imum speed requirement, the proxy can always extract a subset of the cached
query hits that satisfy the minimum speedrequirement, without forwarding the
query out of the gateway again.

3 Analysis

In this section, we analytically comparethe e�ectiv enessof forward and reverse
query caching at the gateway. Without loss of generality, we focus on a single
Gnutella servent inside the gateway, which hasC neighbors in the p2p overlay, all
of which are outside the gateway (Section 2.1). The following comparisonanal-
ysis between forward and reversecaching also holds true for multiple Gnutella
servents inside the gateway if the multiple servents do not shareany neighboring
nodesoutside the gateway. The disjoint neighborhood among multiple servents
behind the gateway is expected becauseof the node join processas discussedin
Section 2.1, and is also con�rmed to be true in our experiments. Figure 1 shows
servent A and its 3 neighbors in the p2p network outside the gateway.

We assumeall servents in the p2p network initiate queriesat about the same
frequency. Since queries have a typical TTL of 7, each query is expected to
reach a large number of servents in the p2p network. Conversely, compared to
the queriesgeneratedby each servent, a much larger number of querieswill reach
and be forwarded by that servent. Thus we can ignore the queriesgeneratedby
servent A in analyzing the query tra�c related to it, e.g., in the scenario in
Figure 1.
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Fig. 2. The query and query hit tra�c on each hijacked neighbor connection of servent
A triggered by Q queries initiated from servent A1, under forward and reversecaching
at the gateway, respectively. Starting from A1, solid arrows show queries (1) received
from outside, (2) sent to inside, (3) received from inside, and (4) sent to outside.
Starting from A2 or A3, dashed arrows show query hits (5) received from outside, (6)
sent to inside, (7) received from inside, and (8) sent to outside. f ttl > 0 denotes the
fractions of queries with ttl > 0 after decrementing at A. f miss f wd and f miss r vs
denote the cache miss ratio in forward and reversecaching, respectively.

We assumeall connectionsbetweenA and its neighbors are hijacked by the
proxy. We analyze the amount of query and query tra�c on each hijacked con-
nection triggered by a set of Q queries initiated from or forwarded by a single
neighbor { servent A1 { in the forward and reversecaching scenarios.The amount
of queriessent on each connection are shown in Figure 2(a) and Figure 2(b) for
forward and reversecaching, respectively.

The numbers of queries on each connection in forward caching shown in
Figure 2(a) are explained as follows. First, the proxy receivesall Q queriesfrom
servent A1. It then passesall of them through to servent A. Out of thesequeries,
Q � f ttl> 0 (after decrementing the TTL at A) will be forwarded to each of A's
remaining (C � 1) neighbors in the p2p network, where f ttl> 0 is the fraction
of querieswith ttl > 0. These are the querieson which the proxy acts, i.e., by
performing cache lookups. Finally, Q � f ttl> 0 � f miss f wd � (C � 1) of them will be
cache missesand forwarded to the (C � 1) neighbors outside the gateway, where
f miss f wd is the query miss ratio in forward caching.
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The numbers of querieson each connection in reversecaching shown in Fig-
ure 2(b) are explained as follows. Once again, the proxy receives all Q queries
from servent A1. First, it forwards the oneswith ttl = 0 (after decrementing the
TTL) directly to A. The reasonthe proxy doesnot perform caching on queries
with ttl = 0 is that such querieswill not be forwarded further oncereaching the
servent inside the gateway, thus caching such querieswill not reducethe outgo-
ing query tra�c. Furthermore, the proxy can avoid signi�can t consumption of its
cache capacity by such queries;around 60-70%queries received by any servent
and thus going through the proxy have ttl = 0 (after decrementing the TTL).
Second,the proxy acts on the incoming querieswith ttl > 0 by directly replying
to them if the corresponding query hits are already cached. It then passesthe
remaining Q � f ttl> 0 � f miss r vs queriesto servent A, where f miss r vs is the query
miss ratio in reversecaching. Servent A then forwards these queries to each of
its remaining (C � 1) neighbors in the p2p network.

Table 1 summarizesthe number of queries and query hits sent along each
of the four directions. Query hits travel in opposite directions to their query
counterparts. In forward caching (Figure 2(a)), Q�f ttl> 0 � f miss f w d � (C � 1) queries
sent to outside the gateway result in Q � f miss f w d � (C � 1) �

P 6
k =1 f ttl = k � CQH (k)

query hits, where CQH (k) is the averagenumber of query hits for a query with
ttl = k. Combined with the query hits from cache hits in the forward cache,
the total number of query hits sent by the proxy to servent A is Q � (C � 1) �P 6

k =1 f ttl = k � CQH (k) . Finally, Q � L QH query hits are generated from servent
A's local object store, and sent back to servent A1, along with the query hits
received by A from the proxy.

The query hits in reversecaching (Figure 2(b)) are also shown in Table 1.
Out of the Q queriesreceived from A1, Q � f ttl =0 + Q � f ttl> 0 � f miss r v s are sent to A
by the proxy, as it doesnot cache query hits for querieswith ttl = 0. A in turn
forwards the Q � f ttl> 0 � f miss r v s � (C � 1) duplicated queriesto outside servents,
and receivesback Q � f miss r v s � (C � 1) �

P 6
k =1 f ttl = k � CQH (k) query hits. Servent

A then sendsthese query hits along with (Q � f ttl =0 + Q � f ttl> 0 � f miss r v s ) � L QH

query hits generated locally to the proxy. Finally , the proxy sends all the query hits
forwarded from A along with Q � f hit r v s �

P 6
k =1 f ttl = k � CQH (k + 1) query hits from its

cache to A1.
The following conclusions can be drawn from Table 1.

{ The volumesof the queriessent to outside in forward caching and in reversecaching
((4) in Table 1) would be the same if f miss f w d and f miss r v s are equal.

{ The volumes of the query hits received from outside in forward caching and in
reversecaching ((5) in Table 1) would be the same if f miss f w d and f miss r v s are
equal.

{ The total number of query hits sent back to outside (e.g., to servent A1) in forward
caching and in reversecaching ((8) in Table 1) are the same. This makes senseas
caching is expected to preserve the end user experience in searching data �les.

Thus the e�ectiv enesscomparison of forward and reverse caching boils down to
the relativ e values of the query cache miss ratios in forward and reverse caching, i.e.,
f miss f w d and f miss r v s .

Assuming the forward and reverse caches have the same capacity, i.e., they can
store the same total number of query hits for however many queries, the cache hit
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Table 1. Query and query hit tra�c going in and out hijacked connections of servent
A, triggered by Q queries coming in from one neighbor servent outside the gateway. C
is the number of neighbors in the p2p overlay. All neighbors are outside the gateway.
L QH is the averagequery hits per query from servent A's local object store. CQH (k) is
the averagenumber of query hits for a query with ttl = k. f ttl = k denotes the fractions
of all Q queries with ttl = k after decrementing at A. The derivation in (8) for reverse
caching usesCQH (k + 1) = (C � 1) � CQH (k) + L QH .

Category Forward Caching

Queries:
(1) rcvd from outside Q
(2) sent to inside Q
(3) rcvd from inside Q � f ttl> 0 � (C � 1)
(4) sent to outside Q � f ttl> 0 � f miss f w d � (C � 1)

Query Hits:
(5) rcvd from outside Q � f miss f w d � (C � 1) �

P 6
k =1 f ttl = k � CQH (k)

(6) sent to inside Q � (C � 1) �
P 6

k =1 f ttl = k � CQH (k)
(7) recv from inside Q � (C � 1) �

P 6
k =1 f ttl = k � CQH (k) + Q � L QH

(8) sent to outside Q � (C � 1) �
P 6

k =1 f ttl = k � CQH (k) + Q � L QH

Category ReverseCaching

Queries:
(1) rcvd from outside Q
(2) sent to inside Q � f ttl =0 + Q � f ttl> 0 � f miss r v s

(3) rcvd from inside Q � f ttl> 0 � f miss r v s � (C � 1)
(4) sent to outside Q � f ttl> 0 � f miss r v s � (C � 1)

Query Hits:
(5) rcvd from outside Q � f miss r v s � (C � 1) �

P 6
k =1 f ttl = k � CQH (k)

(6) sent to inside Q � f miss r v s � (C � 1) �
P 6

k =1 f ttl = k � CQH (k)
(7) recv from inside Q � f miss r v s � (C � 1) �

P 6
k =1 f ttl = k � CQH (k)

+( Q � f ttl =0 + Q � f ttl> 0 � f miss r v s ) � L QH

(8) sent to outside Q � f miss r v s � (C � 1) �
P 6

k =1 f ttl = k � CQH (k)
+( Q � f ttl =0 + Q � f ttl> 0 � f miss r v s ) � L QH

+ Q � f hit r v s �
P 6

k =1 f ttl = k � CQH (k + 1)
= Q � (C � 1) �

P 6
k =1 f ttl = k � CQH (k) + Q � L QH
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ratios in forward and reversecaching should be similar for the following reasons.First
of all, the localities in the queries �ltered by the forward cache and the reverse cache
are the same. This is becausethe Q � f ttl> 0 � (C � 1) queries acted on by the forward
cache is from duplicating (C � 1) times the Q � f ttl> 0 queries that would be seenby
the reversecache, one for each of A's (C � 1) neighbors outside the gateway, and the
caching algorithm distinguishes the samequery forwarded to di�eren t next hop nodes.

Moreover, since the number of query hits to be received by the proxy from sending
Q � f ttl> 0 queries to servent A in reversecaching is similar to the number of query hits
to be received by the proxy from sending the duplicated Q � f ttl> 0 � (C � 1) queries
to A2 and A3 (after decrementing the TTL), assuming the di�erence { the query hits
generatedby A locally { is insigni�can t, the total number of query hits received by the
proxy is expected to be similar in forward and reversecaching. Thus if the proxy cache
has the samecapacity in terms of the number of query hits, and the queries have the
samelocalit y, the hit ratios are expected to be comparable.

Finally , consider the case where query hits expire before the cache capacity is
reached. Since the cache hits stored in the reverse proxy and in the forward proxy
e�ectiv ely correspond to the sameset of queries, i.e., those whose query hits have not
expired, the hit ratios in the two caches are again expected to be comparable.

4 Exp erimen ts

We implemented both forward and reverse query caching proxies. In the following,
we experimentally compare the two proxies in a testbed consisting of eight machines
running eight Gnutella servents.

4.1 Exp erimen tal Setup

Our testbed consistsof a cluster of eight PCs running FreeBSD 4.6, each of which runs
a Gnutella servent, con�gured to allow zero incoming and three outgoing connections.
Each servent is passive; it only forwards queries and query hits, but does not initiate
any queries. Furthermore, it does not store any �les for sharing.

To simplify the setup, instead of using a real router, we con�gured each servent
machine to use the caching proxy machine as the default router. IP forwarding rules
are speci�ed on the caching proxy machine such that packets going to port 6346 of
any destination will be forwarded to port 6346 of localhost, and all other tra�c are
forwarded. Thus only outgoing Gnutella connections will be hijacked by the proxy.

We started the experiments with all eight servents at 5:00am EST on May 8, 2004
(after a 30-minute warm-up period), and the experiment lasted for an hour. In all tests,
we �nd the neighboring servents of the eight servents behind the caching proxies to
be distinct. The proxy recorded all Gnutella packets going in and out on the hijacked
outgoing connections.

4.2 Results

We �xed the total number of query hits the cache can store to be 350000 and com-
pared the caching results under forward and reverse caching. The cache replacement
policy was LRU. In addition, a 30-minute expiration is imposedfor cached query hits.
However, in our experiments, the cache capacity was reached �rst before any query
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Table 2. Query and query hit tra�c going in and out the cache. The cache stores up
to a total of 350000query hits for di�eren t queries.

Category Forward Caching ReverseCaching

Time measured(EST) 6:30-7:30am 5:00-6:00am
May 8, 2004 May 8, 2004

Average# connections/servent 2.70 2.69
Cache Miss Ratio 58.03% 56.07%

Queries:
rcvd from outside 1503770 1531813

sent to inside 1503770 1220787
with ttl > 1 656804 654221

rcvd from inside 1102104 578992
sent to outside 604042 578992

queries dropped at cache 55656 42134
Query Hits:

rcvd from outside 44356 42814
sent to inside 75938 42814

recv from inside 75938 42814
sent to outside 75938 80175

Averagequery hit size/query (Bytes) 4693.16 4857.32

hit expired. The measured statistical results of the two caching proxies are shown in
Table 2. Note while the threshold for triggering cache replacement is the total number
of cached query hits, the granularit y for replacement is a query entry , i.e., all of its
query hits.

For the forward cache, 1503770queries crossed the cache and were forwarded to
the servents. Out of these,only 656804have ttl > 1 (or ttl > 0 after decrementing) and
would be forwarded to the remote servents outside the gateway by the servents inside.
The averagenumber of connections per servent was 2:70, averagedover the duration of
the experiment. Hence, the total number of queries received by the proxy from inside
would be about 656804� 1:70 = 1116567.The observed value of 1102104was within
1.3% of this. Only 58.03% (miss ratio) of these would be sent to outside. The actual
number of queries sent outside was slightly lower than this number due to dropped
queries by the proxy becauseof repeated muid (Section 2.3).

The number of query hits received from outside was 44356, an additional 31582
were serviced from the cache, for a total of 75938.Notice that the percentage of tra�c
served from cache, 41.6%, is the saving in bandwidth that the forward cache provides,
assuming a constant number of bytes per query hit.

For the reversecache, 1531813queries were received from outside of which 654221
have ttl > 1. The reverse proxy performed caching on them and the cache miss ratio
was 56.07%. The proxy then sent the 366822 misses along with the 877592 queries
with ttl = 1 to the servents inside, and thus the total number queries sent inside was
expected to be 1244414. Due to queries dropped by the cache (becasueof repeated
muid), the actual number of queries sent inside (1220787) was about 1.9% lower. The
averagenumber of connections per servent was 2:69, averagedover the duration of the
experiment. Thus the expected number of queries received from the servents inside
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would be 366822� 1:69 = 619929. Again, due to dropped queries by the cache when
sending inside, fewer than 366822 queries were sent inside, and the actual number
received from inside was 578992.

In terms of query hits, a total of 80175 replies to outside servents were sent out
of which 42814 were received from outside, and the rest were served out of the cache.
Thus the bandwidth saving for query hits in the reverse cache is 46.6%, assuming a
constant number of bytes per query hit.

Comparing forward caching and reversecaching, the cache miss ratios, the numbers
of queries sent to outside, and the numbers of query hits received from outside are
within 2.0%, 4.1%, 3.5%, respectively. The total numbers of query hits sent outside for
forward and reversecaching are within 0.63% of each other. This con�rms the analysis
that if the cache capacity is in terms of the number of cached query hits, the tra�c
reduction will be comparable in reverseand forward caching.

5 Related Work

There have been many studies that measured, modeled, or analyzed peer-to-peer �le
sharing systems such as Gnutella (for example, [6, 7]) and Kazaa (for example, [8, 9]).
Many of these studies also discussed the potential of caching data object �les (for
example, [8]) or retrieving �les from other peers within the same organization [9] in
reducing the bandwidth consumption.

Several previous work studied query caching in Gnutella networks. Sripanidkulc hai [1]
observed that the popularit y of query strings follows a Zipf-lik e distribution, and pro-
posedand evaluated a simple query caching scheme by modifying a Gnutella servent.
The caching schemeproposedwasfairly simple; it cachesquery hits solely basedon their
query strings and ignores TTL values. In [2], Markatos studied one hour of Gnutella
tra�c traces collected at three servents located in Greece,Norway, and USA, and pro-
poseda query caching scheme by modifying servents to cache query hits according to
the query string, the forwarder from which the query is forwarded, and the TTL. In
our previous work [3], we proposedtransparent forward query caching at the gateway
and experimentally showed its e�ectiv eness.This paper builds on top of our previous
work and shows that reverse and forward query caching are equally e�ectiv e in the
context of transparent query caching at the gateway.

Several recent work studied other p2p tra�c. Leibowitz et al. [10] studied onemonth
of FastTrack-based [11] p2p tra�c at a major ISP and found that the majorit y of p2p
�les are audio �les and the majorit y of the tra�c are due to video and application
�les. They also reported signi�can t localit y in the studied p2p data �les. Saroiu et
al. [12] studied the breakdowns of Internet tra�c going through the gateway of a large
organization into web, CDN, and p2p (Gnutella and Kazaa) tra�c. They focused on
HTTP tra�c. In contrast, this paper focuseson the p2p proto col tra�c, and compares
di�eren t transparent caching schemesfor query tra�c.

6 Conclusions

In this paper, we studied the e�ectiv enessof forward and reversecaching of p2p query
tra�c at the gateway of an organization or ISP via analysis and experimental measure-
ment. Our study showed that forward caching and reversecaching at the gateway are
equally e�ectiv e in reducing query and query reply tra�c acrossthe gateway. Since in
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a peer-to-peer network the communication are symmetric { query and query hit tra�c
travel on both incoming and outgoing connections (with respect to the peers inside
the gateway), transparent caching will be even more e�ectiv e if tra�c on both type of
connections are �ltered.
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