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Goals:

e Why might we need key distribution centers?
e Master keys vs. Session keys
e Hicrarchical and decentralized key distributions

e Review of approaches for generating pseudorandom num-
bers needed for system-generated encryption keys, etc.



10.1: The Need for Key Distribution Centers

e Lct’s say we have a large number of people, processes, or systems
that want to communicate with one another in a secure fashion.
Let’s further add that this group of people/processes/systems is
not static, meaning that the individual entities may join or leave
the group at any time.

e A simple-minded solution to this problem would consist of each
party physically exchanging an encryption key with every one of
the other parties. Subsequently, any two parties would be able to
establish a secure communication link using the encryption key
they possess for each other. This approach is obviously not
feasible for large groups of people/processes/systems,
especially when group membership is ever changing.

e A more efficient alternative consists of providing every group
member with a single key for securely communicate with a key
distribution center (KDC). This key would be called a mas-
ter key. When A wants to establish a secure communication
link with B, A requests a session key from KDC for communi-
cating with B.



e In implementation, this approach must address the following is-
sues:

— Assuming that A is the initiator of a session-key request to
KDC, when A receives a response from KDC, how can A be

sure that the sending party for the response is indeed the
KDC?

— Assuming that A is the initiator of a communication link with
B, how does B know that some other party is not masquerad-
ing as A7

— How does A know that the response received from B is indeed
from B and not from someone else masquerading as B?

— What should be the lifetime of the session key acquired by A
for communicating with B?



10.2: The Needham-Schroeder Key Distribution
Protocol

Assumptions: A party named A wants to establish a secure com-
munication link with another party B. Both the parties A and B
possess master keys K 4 and K, respectively, for communicating
privately with a key distribution center (KDC). Now A engages
in the following protocol:

e Using K 4, A sends a request to KDC for a session key intended
specifically for communicating with B.

e The message sent by A to KDC includes A’s network address
(IDy), B’s network address (IDp), and a unique session

identifier. The session identifier is a nonce — short for a
“number used once” — and we will denoted it N;. The primary
requirement on a nonce — a random number — is that it be

unique to each request sent by A to KDC. The message sent by
A to KDC can be expressed in shorthand by

E(Ka, [ID4, IDg ,N1))

where E(.,.) stands for encryption of the second-argument data
block with a key that is in the first argument.



e KDC responds to A with a message encrypted using the key K 4.
The various components of this message are

— The session-key Kg that A can use for communicating with

B.

— The original message received from A, including the nonce
used by A. This is to allow A to match the response received
from KDC with the request sent. Note that A may be trying
to establish multiple simultaneous sessions with B.

— A “packet” of information meant for A to be sent to B. This
packet of information, encrypted using B’s master key Kp
includes, again, the session key Kg, and A’s identifier 1D 4.
(Note that A cannot look inside this packet because A does
not have access to B’s master key Kp.

e The message that KDC sends back to A can be expressed as

E(Ky4, [Ks, IDa, IDp N1, E(Kp, [Kg, ID4])])

e Using the master key K 4, A decrypts the message received from
KDC. Because only A and KDC have access to the master key
K 4, A is certain that the message received is indeed from KDC.



e A keeps the session key Kg and sends the packet intended for B
to B. This message is sent to B unencrypted by A. But note that
it was previously encrypted by KDC using B’s master key Kp.
Therefore, this first contact from A to B is protected
from eavesdropping.

e B decrypts the message received from A using the master key
Kp. B compares the 1D, in the decrypted message with the
sender identifier associated with the message received from A. By

matching the two, B makes certain that no one is masquerading
as A.

e B now has the session key for communicating securely with A.

e Using the session key Kg, B sends back to A a nonce N2. A
responds back with N2 + 1, using, of course, the same session
key Kg. This way B knows that it did not receive a first contact
from A that A is no longer interested in. This is also a protection
against a “replay” attack.

e A replay attack is a form of network attack in which a third
party — C — eavesdrops on the communications between A and
B. Let’s say that C intercepts the first-contact message that B
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received from A. Now the question is: Would C be able to pose
as B during a subsequent attempt by A to initiate a session with
B? Let’s assume that C has somehow gotten hold of B’s master
key K p. Nonces, being one-time tokens, make such masquerades
more difficult. ( After we have reviewed how message authenti-
cation codes are used, we will review this issue in greater detail.)

The message sent by B back to A can be expressed as

E(Ks, [N2])

And A’s response back to B as

E(Kg, [N2 + 1])

This exchange of message is shown graphically in Figure 1. A
most important element of this exchange is that what
the KDC sends back to A for B can only be under-
stood by B.
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Figure 1: This figure is from Lecture 10 of “Computer and Net-
work Security” by Avi Kak
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10.3: Some Variations on the KDC Approach to Key
Distribution

e [istablishing a hierarchy of key distribution centers:

— It is not practical to have a single KDC service very large
networks or network of networks.

— One can think of KDC’s organized hierarchically, with each lo-
cal network serviced by its own KDC, and a group of networks
serviced by a more global KDC, and so on.

— A local KDC would distribute the session keys for secure com-
munications between users/processes/systems in the local net-
work. But when a user/process/system desires a secure com-
munication link with another user/process/system in another
network, the local KDC would communicate with a higher
level KDC and request a session key for the desired commu-
nication link.

— Such a hierarchy of KDCs simplifies the distribution of master
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keys.

— A KDC hierarchy also limits the damage caused by a faulty
or subverted KDC.

e Decentralization of key distribution:

— It is possible to completely decentralize key distribution by
storing at every node of a network the master keys needed for
each of the other NV nodes in a network. Therefore, each node
will store N — 1 master keys.

— This is still more secure than using those N — 1 master keys
directly as session keys. Since a master key will only be used
for establishing a session key, the messages encrypted using the
master keys will be short, making difficult their cryptanalysis.
The session keys, on the other hand, will change frequently.
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10.4: Kerberos

e Kerberos is a user authentication protocol for client-server
applications. As in the Needham-Schroeder protocol, Kerberos
also uses a Key Distribution Center (KDC) to generate session
keys that clients and servers can use to communicate with one
another. However, Kerberos uses a more claborate KDC than
what we showed for the Needham-Schroeder protocol. The Ker-
beros protocol makes it easier for users to access mul-
tiple services in a network on the basis of a single
initial authorization from the KDC.

e The sort of client-server applications where Kerberos can be used
are: 1) An FTP server that doles out documents to only the au-
thorized users in a network; 2) Users wishing to access their own
or other machines in a network for login or other purposes, etc.
Kerberos is not meant for user-to-user authentication needed for,
say, secure email exchange between two parties.

e The simplest way to authenticate the users when they contact,
say, an F'T'P server would be through passwords. But since people
frequently use passwords that are easy to crack, a simple password
based authentication would not be deemed to provide sufficient
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security for the FTP server. The Kerberos protocol gives us a
more secure way of authenticating the users for such client-server
based applications.

Kerberos generalizes the notion of a password to that of a shared
secret. Kerberos also does away with the need for a client to ac-
tually send that shared secret to a server in order to authenticate
itself. Here is a simple example of how a client can authenticate
itself to a server without sending a password to the server: With
the help of an encryption key derived from the shared secret, the
client can encrypt something as simple as the current timestamp
and sends the encrypted timestamp to the server. By successfully
decrypting the received information with the encryption derived
from the same shared secret, the server can confirm the identity
of the sender.

Figure 2 shows the main “actors” involved in a description of the
Kerberos protocol:

Client : We have the Client needing a session key to establish a
secure communication channel with the Service Provider.

Service Provider : This is the server from which the Client is
expecting to receive a service.

Authentication Server (AS) : This server stores the secret
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keys for all the registered users.

Ticket Granting Server (TGS) : It is this server that even-
tually gives the client a session key for communicating with
the Service Provider. TGS dishes out the session key in such

a manner that allows the Client and the Service Provide to
authenticate each other.

Key Distribution Center (KDC) : AS and TGS together
constitute the Key Distribution Center.

Key Distribution Center (KDC

Authentication /

Server Ticket Granting
Server

T . [ service
Client wants a session key to ;
@ talk to the service provider server | Provider

Figure 2: The main “actors” that participate in the Kerberos
protocol.
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e In the rest of the Kerberos protocol described here, we will use
the following notation:

— K¢yient denotes the secret key held by AS for the Client.

— Kpgg denotes the secret key held by AS for TGS. TGS also
has this key.

— K Service Provider denotes the secret key held by AS for the Ser-
vice Provider. The Service Provider also has access to this
key:.

— Kcient—Tas denotes the session key that AS will send to
the Client for communicating with TGS.

— Klient—Service Provider denotes the session key that TGS will
send to the Client for communicating with the Service Provider.

e Fach Client registers with the Authentication Server and is granted
a user identity and a secret password. The Client sends a re-
quest in plain text to the AS. This request is for a service that
the Client expects from the Service Provider. (Message 1) The
message numbers are shown in small circles in Figure
3.

e The AS sends back to the Client the following two messages en-
crypted with the K¢jjent key. In the database maintained by AS,
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this key is specific to the Client and will remain unchanged as
long as the client does not alter his/her password. Note that this
encryption key is not directly known to the Client. The two
messages are:

— A session key Kejjent—1cs that the client can use to commu-
nicate with TGS. (Message 2) This message may be expressed
as

E (K Client, [K ClienthGS] )

— A Ticket-Granting Ticket (TGT) that is meant for de-
livery to TGS. This ticket includes the client’s user 1D, the
client’s network address, validation time, and the same K ¢jieni—7as
session key as mentioned above. The ticket is encrypted with
the Kpag secret key that the AS server maintains for TGS.
(Message 3) Therefore, this message from AS to the Client
may be expressed by

E(Kcﬁent, [KClienthGsa E<KTG.S'7 [ClzentID, ClzentIP, ValzdztyPemod, KClz'enthGSD])

The TGT 1s also referred to as the initial ticket since it en-
able the Client to subsequently obtain Client-to-ServiceProvider
tickets from TGS.

e When the client receives the above messages, the client enters
his/her password into a dialog box. An algorithm converts this
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password into what would be the K¢yen: encryption key if the
password is correct. The password is immediately de-
stroyed and generated key used to decrypt the messages re-
ceived from AS. The decryption allows the Client to extract the
session key Kcojieni—Tas and the ticket meant for TGS from the
information received from AS.

e The client now sends the following two messages to TGS:

— The encrypted ticket meant for TGS followed by the ID of the
requested service. If the client wants to access an F'TP server,
this would be the ID of the FTP server. (Message 4)

— A Client Authenticator that is composed of the client ID
and the timestamp, the two encrypted with the Kojieni—1as
session key. (Message 5)

e T'GS recovers the ticket from the first of the two messages listed
above. From the ticket, it recovers the K¢jjent—Tas session. The
TGS then uses the session key to decrypt the second message
listed above that allows it to authenticate the Client.

e TGS now sends back to the Client the following two messages:
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— A Client-to-ServiceProvider ticket that consists of 1) the Client
ID, 2) the Client network address, 3) the validation period,
and 4) a session key for the Client and the Service Provider,
K lient—Service Provider- 1his session key is encrypted with the
K serviceProvider Xey that is known to TGS. (Message 6)

— The same K cient— Service Provider S€5sion key as mentioned above

but this time encrypted with the Keoyent—1as session key.
(Message 7)

e The client recovers the ticket meant for the service provider with
the Kcjient—Tas session key:.

e The client next sends the following two messages to the service
provider:

— The Client-to-ServiceProvider ticket that was encrypted by
TGS with the KSe'rviceProvider key (Message 8)

— An authenticator that consists of the Client ID and the time-
stamp. This authenticator is encrypted with the Keojient— Service Provider
session key. (Message 9)
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e The Service Provider decrypts the ticket with its own K gervice Provider
key. It extracts the K¢jient—ServiceProvider S€Ssion key from the
ticket, and then uses the session key the decrypt the second mes-
sage received from the client.

e If the client is authenticated, the ServiceProvider sends to the
Client a message that consists of the timestamp in the authentica-
tor received from the Client plus one. This message is encrypted
U-Sing the KClient—ServiceP'r’ovide'r’ session key (Message 10)

e The client decrypts the message received from the Service Provider
using the Kcojient—Service Provider S€ssion key and makes sure that
the message contains the correct value for the timestamp. If
that is the case, the client can start interacting with the Service
Provider.

e Figure 3 shows the messages exchanged between the Client, the
KDC, and the Service Provider before the Client can start inter-
acting directly with the Service Provider.

e The advantage of separating AS from TGS (although they may
reside in the same machine) is that the Client needs to contact
AS only once for a Client-to-TGS ticket and the Client-to-TGS
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session key. These can subsequently be used for multiple requests
to the different service providers in a network.

e GSS-API (also abbreviated GSSAPI) is the modern API for ac-
cess control and authentication for client-server applications in

today’s networks. Kerberos is the most common implementation
of this API. The Kerberos API itself has not been standardized.
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Key Distribution Center (KDC)

Authentication /

Server Ticket Granting

Server
AS TGS

Service
Provider

<1\Request Ticket for TGS in clear text

J >

< Client-TGS Session Key Encry 5
with Kelient and ticket for TGS !

encrypted with KI' GS

\ Ticket received from AS for TGS and

4,
CJ Client Authenticator encrypted with
the Client—-TGS session key

Client-to—ServiceProvider Ticket encrypted wit,

v
and client—-to—ServiceProvider session key encrh}Q
with with the Client-TGS session key

@& Client—to—ServiceProvider Ticket as received from TGS and the Client Authenticator
s =
' J encrypted with Client-to—ServiceProvider Session key

~

Timestamp in Client Authenticator + 1 encrypted with the @
Client-to—ServiceProvider Session Key

Figure 3: This figure is from Lélture 10 of “Computer and Net-
work Security” by Avi Kak



10.5: Random Number Generation

Using cryptography to make networks more secure requires that we
be able to generate random numbers on the fly:

e The session keys that a KDC must generate on the
fly are nothing but a sequence of random numbers.
A session key may, for example, be a sequence of integers with
cach integer being in the 0-255 range, both ends inclusive. Each
integer in such a sequence would be a randomly generated byte.
For the purpose of transmission over character-oriented channels,
cach byte in such a sequence could be represented by its two hex
digits. Therefore, a 128 bit session key would be a string of 32
hex digits.

e The nonces that are exchanged during handshaking between a
host and a KDC (see Section 10.2) and amongst hosts are also
random numbers.

e As we will see later, random numbers are also needed for the RSA
public-key encryption algorithm.
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10.6: When are Random Numbers Truly Random

e To be considered truly random, a sequence of numbers must ex-
hibit the following two properties:

Uniform Distribution: This means that all the numbers in a
designated range must occur equally often.

Independence: This means that if we know some or all the
number up to a certain point in a random sequence, we should
not be able to predict the next one (or any of the future ones).

e Truly random numbers are a mathematical abstraction. Truly
random numbers can only be generated by physical phenomena
(such microscopic phenomena as thermal noise, and such macro-
scopic phenomena as cards, dice, and roulette wheel).

e Algorithmically generated random numbers can only be approx-
imations to true random numbers with regard to the two prop-
erties mentioned above.
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e Algorithmically generated random numbers are called pseudo-
random numbers.
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10.7:  Pseudorandom Number Generators (PRNGs):
Linear Congruential Generators

e This has been a common approach for generating pseudorandom
numbers.

e Starting from a seed X, a sequence of (presumably pseudoran-

dom) numbers Xy, X1, ..., Xj, ... is generated using the recur-
s1on:
Xpi1 = (a-X, + ¢) mod m

where

m the modulus m > 0

a the multiplier 0 < a < m

c the increment 0 < c<m

Xo the seed 0 < Xop < m

e The values for the numbers generated will be in the range 0 <
X, <m.
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e As to how random the produced sequence of numbers is depends
critically on the values chosen for m, a, and c. For example,
choosing a = ¢ = 1 results in a very predictable sequence.

e Should a previously generated number be produced
again, what comes after the number will be a repeat
of what was seen before. That is because for a given choice
of m, ¢, a, the next number depends only on the current number.
Consider the case whena = 7, ¢ = 0, m = 32. The sequence

of numbers produced is {7, 17, 23, 1, 7, 17, 23, 1,....}. The
period in this case is only 4.

e Since the ‘randomness” property of the generated sequence of
numbers depends so critically on m, a, ¢, people have come up
with criteria on how to select values for these parameters:

— To the maximum extent possible, the selected parameters
should yield a full-period sequence of numbers. The pe-
riod of a full-period sequence is equal to the size of the mod-
ulus. Obviously, in a full-period sequence, each number be-
tween 0 and m — 1 will appear only once in a sequence of m
numbers.

It has been shown that when m is a prime and c
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is zero, then for certain value of a, the recursion
formula shown above is guaranteed to produce a
sequence of period m — 1. Such a sequence will have
the number 0 missing. But every number n, 0 < n < m, will
make exactly one appearance in such a sequence.

— The sequence produced must pass a suite of statistical tests
meant to evaluate its randomness. These tests measure how
uniform the distribution of the sequence of numbers is and
how statistically independent the numbers are.

e Commonly, the modulus m — we want it to be a prime — is
chosen so that it is also the largest positive integer value for a
system. So for a 4-byte signed integer representation, m would
commonly be set to 231 — 1. With ¢ = 0, our recursion for
generating a pseudorandom sequence then becomes

X1 = (a-X,) mod (2 — 1)

e Farlier we said that when m is a prime and c is zero, then certain
values of a will guarantee an output sequence with a period of
m — 1. A commonly used value for a is 7° = 16807.

e Statistical properties of the pseudorandom numbers generated by
usingm = 23'—1landa = 7° have been analyzed extensively. It
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is believed that such sequences are statistically indistinguishable
from true random sequences consisting of positive integers greater
than 0 and less than m.

But are such sequences cryptographically secure? — [The previous
bullet says that a random sequence produced by a linear congruential generator can
be indistinguishable from a true random sequence. So why this question about its
cryptographic security? Yes, indeed, taken purely as a sequence of numbers, without
any knowledge of how the sequence was produced, the output of a linear congruential
generator can indeed look very random when analyzed with probability-based and other
statistical tools. But should the attacker know that the sequence was produced by a
linear congruential generator, all bets are off regarding its cryptographic security. Read

o1.

A pseudorandom sequence of numbers is cryptographically
secure if an attacker cannot predict the next number from the
numbers already in his/her possession.

When linear congruential generators arc used for produc-
ing random numbers, the attacker only needs three pieces
of information to predict the next number from the
current number: m, a, c. The attacker may be able to in-
fer the values for these parameters by solving the simultaneous
equations:
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Xy = (a-Xy + ¢) mod m

Xo = (a-X; + ¢) mod m
Xy = (a-X9 + ¢) mod m
Just as an exercise assume that m = 16, ¢ = 0, and a = 3.

Assuming X, to be 3, set up the above three equations for the
next three values of the sequence. These values are 9, 11, and 1.
You will see that it is not that difficult to infer the value for the

parameters of the recursion.

e The upshot is that even when a PRNG produces a “good” ran-
dom sequence, it may not be secure enough for cryptographic
applications.

e A pseudorandom sequence produced by a PRNG can be made
more secure from a cryptographic standpoint by restarting the
sequence with a different seed after every N numbers. One way
to do this would be to take the current clock time modulo m as a
new seed after every so many numbers of the sequence have been
produced.
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10.8: Cryptographically Secure PRNGs: The ANSI
X9.17/X9.31 Algorithm

e This technique for generating pseudorandom numbers is used
in many secure systems for financial transactions. This tech-
nique is also used in PGP.

e X9.17 refers to the 1985 version of the ANSI standard whose
Appendix C describes this PRNG. And X9.31 refers to the 1998
version of the standard whose Appendix A2.4 describes the same

PRNG.

e As shown in Figure 4, this PRNG is driven by two encryption
keys and two special inputs that change for each output number
in a sequence.

e Fach of the three “EDE” boxes shown in Figure 4 stands for the
two-key 3DES algorithm. As you will recall from Lecture 9, the
two-key 3DES algorithm carries out a DES encryption, followed
by a DES decryption, and followed by a DES encryption. The
acronym EDE means “encrypt-decrypt-encrypt”.
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e The two inputs are: (1) A 64-bit representation of the current
date and time (DT}); and (2) A 64-bit number generated when
the previous random number was output (V;). The PRNG is ini-
tialized with a seed value for V) for the very first random number
that is output.

e All three EDE boxes shown in Figure 4 use the same two 56-bit
encryption keys K7 and K5. These two encryption keys stay the
same for the entire pseudorandom sequence.

e The output of the PRNG consists of the sequence of pairs (R;, Vji1),
j = 0,1, 2,...., where R; is the 5" random number produced
by the algorithm and V1 the input for the (5 + 1) iteration of
the algorithm. From Figure 4 the output pair (R;, V1) is given
by

R; = EDE([Ki, Ky, [V; ® EDE([Ky, Ky], DT})]) (1)
Visi = EDE(|Ky, Ky, [R; ® EDE(|Ky, K], DTj)]) (2)

where EDE([K1, K5, X) refers to the encrypt-decrypt-encrypt
sequence of 3DES using the two keys K and K.

e The following reasons contribute to the cryptographic security of
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this approach to PRNG:

— We can think of Vj;; as a new seed for the next random
number to be generated. This seed cannot be predicted from
the current random number R;.

— Besides the difficult-to-predict pseudorandom seed for each
random number, the scheme uses one more independently
specified pseudorandom input — an encryption of the current
date and time.

— Each random number is related to the previous random num-
ber through multiple stages of DES encryption. An exami-
nation of Equation (1) above shows there are more than
two EDE encryptions between two consecutive random
numbers. If you could say from Equation (2) that there exists
one EDE encryption between a random number and the seed
for the next random number, then it would be fair to say that
there exist three EDE encryptions between two consec-
utive random numbers. Since one EDE encryption amounts
to three DES encryptions, we can say that there exist nine
DES encryptions between two consecutive random num-
bers, making it virtually impossible to predict the next ran-
dom number from the current random number.
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— Even if the attacker were to somehow get hold of the current
V;, it would still be practically impossible to predict V1 be-
cause there stand at least two EDE encryptions between the
two.

e [s there a price to pay for the cryptographic security of ANXI
X9.17/X9.317 Yes, it is much slower way to generate pseudoran-
dom numbers. That makes this approach unsuitable for many
applications that require randomized inputs.

e Finally, note that whereas the ANSI X9.17/X9.31 standard re-
quires the 2-key 3DES (that is, EDE) in Figure 4, the NIST
version allows AES to be used for the same.

e A wonderful article to read on the cryptographic security of PRNGs
is “Cryptanalytic Attacks on Pseudorandom Number Genera-
tors” by John Kelsey, Bruce Schneier, David Wagner, and Chris
Hall.
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Date and Time  Keys K1 and K2 for EDE
64 bits 112 bits

l

EDE
Y
V. V
j é — >| EDE >V
64 bits i 64 bits
EDE
\ 4
Random Number R
64 bits

Figure 4: ANSI X9.17/X9.31 Pseudorandom Number Genera-
tor. This figure is from Lecture 10 of “Computer and Network
Security” by Avi Kak
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10.9: Cryptographically Secure PRNGs: The Blum
Blum Shub Generator (BBS)

e This is another cryptographically secure PRNG. This has prob-
ably the strongest theoretically proven cryptographic security:.

e The BBS algorithm consists of first choosing two large prime
numbers p and ¢ that both yield a remainder of 3 when divided
by 4. That is

p = ¢ =3 (mod4)

For example, the prime numbers 7 and 11 satisfy this requirement.

o [ct

e Now choose a number s that is relatively prime to n. (This
implies that p and ¢ are not factors of s.)

e The BBS generator produces a pseudorandom sequence of bits
B; according to
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Xo = s mod n

for i = 1 to inf
Xz' = <X¢_1>2 mod n

e Note that B; is the least significant bit of X; at each iteration.

e Because BBS generates a pseudorandom bit stream directly, it is

also referred to as a cryptographically secure pseudoran-
dom bit generator (CSPRBG).

e By definition, a CSPRBG must pass the next-bit test, that is
there must not exist a polynomial-time algorithm that can predict
the k" bit given the first £ — 1 bits with a probability significantly
greater than 0.5. BBS passes this test.
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