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Key management issues in PGP
Packet-level security with IPSec

Transport Layer Security with (SSL/TLS)



20.1: Providing Security for Internet Applications

As described in detail in my previous lectures, there aeethr
fundamental aspects to providing security for internetliegp
tions:

{ authentication
{ con dentiality
{ key management

As shown in Figure 1, the security features may be provided at
di erent layers in the internet suite of communication piils:

{ We can provide security services in the packet layer by us-
ing, say, the IPSec protocol, as shown in part (a) of Figure 1.
While eliminating (or reducing) the need for higher levet pr
tocols to provide security, this approach, if solely relpzh,
makes it di cult to customize the security policies to speci
applications. It also takes away the management of security
from the application developer.

{ We can provide security in a higher layer, but still in a manne
that is agnostic on speci c applications, by adding seeurit
related features to TCP packets. This can be done with a
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transport layer protocol like the Secure Sockets Layer (&SI
This is shown in part (b) of Figure 1.

{ We can embed security in the application itself, as shown in
part (c) of Figure 1. The applications PGP, S/IMIME, and
SET in that gure are all security aware.

In each of the three di erent layers mentioned above, authent
cation can be provided by public-key cryptography (seeauteect

12) and by secure transmission of message digests or message
authentication codes (see Lecture 1%bihte (that authentication means

two things: When information is received from a source, autheication means that the

source is indeed as alleged in the information. Authenticgah also means that the infor-

mation was not altered along the way. The latter type of authigcation is also referred

to as maintaining data integrity.)

Again in each of the three di erent layers, con dentialiagnde
provided by symmetric key cryptography (see Lecture 9).

However, when public-key cryptography is used for auttenti
tion at any layer, the key-management issues in all layers ca
be made complicated by the fact that users are allowed to have
multiple public keys.



In this lecture, we will present PGP as an example of appitati
layer security, IPSec for packet layer security, and SSLABLS
transport layer security.

About the vocabulary used in the rest of this lecture, no&t th
the internet standards often usetet for abyte and not in-
frequentlydatagram for apacket . We will consider an octet
to be synonymous with a byte and a packet to be synonymous
with a datagram. dtictly speaking, abyte is the smallest unit for memory
addressing. A special-purpose computing element may, faxaenple, use 6-bit bytes.
For us, abyte will always contains 8 bits. About packets vs. datagrams, packet is

a more generic name for a fragment of data that is kept togetheuring transmission
through a network. As discussed in Lecture 16, datagram is a self-contained packet
that contains all the information in its header for forwardng it to its destination. A
datagram produced by a source may be fragmented into smalleackets by the routers
en route. Before security processing can be applied, it igeri necessary to reassemble

these packets back into the original datagram]s.



Four Layer Representation of the TCP/IP Protocol Stack (See Lecture 1
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Figure 1:This gure is from Leéture 20 of \Computer and Net-
work Security" by Avi Kak



20.2: Application Layer Security | PGP for
Electronic Mail Security

PGP stands for Pretty Good Privacy. It was developed original
by Phil Zimmerman. However, in its incarnatiorCysenPGP
it has now become an open standard. PGP is open-source.

Although PGP can be used for protecting data in long-term sto
age, it is used primarily for email security.

PGP's operation consists ok services

1. Authentication Service: Sender authentication con-
sists of the sender attaching his/her digital signatureh® t
email and the receiver verifying the signature using plblic
cryptography. Here is aexample of authentication opera-
tions carried out by the sender and the receiver:

1. At the sender's end, the SHA-1 hash function is used to
create a 160-bit message digest of the outgoing email mes-
sage.



2. The message digest is encrypted with RSA using the sender’
private key and the resutirepended to the message. The
composite message is transmitted to the recipient.

3. The receiver uses RSA with the sender's public key to de-
crypt the message digest.

4. The receiver compares the locally computed messade diges
with the received message digest.

The above description was based on using a RSA/SHA based
digital signature. PGP also support DSS/SHA based signa-
tures. DSS stands f@igital Signature Standard . The
above description was also based on attaching the signature
to the message. PGP also suppaldsached signatures

that can be sent separately to the receiver. Detached sig-
natures are also useful when a document must be signed by
multiple individuals.

. Con dentiality Service: This service can also be used
for encrypting disk les. As you'd expect, PGP uses symmetri
key encryption for con dentiality. The user has the choice
of three di erent block-cipher algorithms for this purpose
CAST-128, IDEA, or 3DES, with CAST-128 being the de-
fault choice. Lke DES, CAST-128 is a block cipher that uses the Feistel
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cipher structure (see Lecture 3 for what is meant by the Feist structure). The
block size in CAST-128 is 64-bits and the key size varies be®n 40 and 128 bits.
Depending on the key size, the number of rounds used in the &l structure is
between 12 and 16, it being the latter when the key size excee8D bits. Obviously,
as you'd expect, how each round of processing works in CAST dserent from
how it works in DES. But, overall, as in DES, each round carrgeout a series of
substitutions and permutations in the incoming data.IDEA (International Data
Encryption Algorithm) is also a block cipher. IDEA uses 64-ib blocks and 128
bit keys. The cipher uses 8 rounds of processing on the inpuit blocks (and an

additional half round), each round consisting of substitubns and permutations]

{ The block ciphers are used in tlk@pher Feedback
Mode (CFB) explained in Lecture 9.

{ The 128-bit encryption key, called tisession key, is
generated for each email message separately.

{ The session key is encrypted using RSA with the receiver's
public key. Alternatively, the session key can also be-estab
lished using th&lGamal algorithm. (See Section 13.6 of
Lecture 13 for the ElGamal variant of the Di e-Hellman
algorithm.)

{ What is put on the wire is the email message after it is
encrypted rst with the session key and then with the re-
ceiver's public key.



{ If con dentiality and sender-authentication are needed si-
multaneously, a digital signature for the message is gen-
erated using the hash code of the message plaintext and
appended to the email message before it is encrypted with
the session key. (See the previously shown PGP's authen-
tication service.)

. Compression Service: By Default PGP compresses
the email message after appending the signature but before
encryption. This makes long-term storage of messages and
their signatures more e cient. This also decouples the en-
cryption algorithm from the message veri cation procesiure
Compression is carried out with the ZIP algorithm.

. E-Mail Compatibility Service: Since encryption, even
when it is limited to the signature, results in arbitrary doy
strings, and since network message transmission is @raract
oriented, we must represent binary data with ASCII strings.
PGP usesadix 64 encoding for this purposearadix 64 encod-

ing, also known asBase-64 encoding has emerged as probably the most common
way to transmit binary data over a network. It rst segments the binary stream of
bytes (the same thing as bytes) into 6-bit words. The®= 64 di erent possible 6-bit
words are represented by printable characters as followsh& rst 26 are mapped

to the uppercase letters A through Z, the next 26 to the loweese a through z, the

next 10 to the digits O through 9, and the last two to the charaers/ and +. This

causes each triple of adjoining bytes to be mapped into fourSCII characters. The
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Base-64 character set includes a B5character, '=', to indicate how many char-
acters the binary string is short of being an exact multiple o3 bytes. When the
binary string is short one byte, that is indicated by terminding the Base-64 string

with a single '=". And when it is short two bytes, the termination becomes '==".

5. Segmentation Service: Forlongemail messages (these are
generally messages with attachments), many email systems
place restrictions on how much of the message will be trans-
mitted as a unit. For example, Some email systems segment
long email messages intg @00 byte segments and transmit
each segment separately. PGP has built-in facilities fdr su
segmentation and re-assembly.

Figure 2 shows the three di erent modes in which PGP can be
used for secure email exchange. The top diagram is for wlgen on
authentication is desired, the middle when only con détyties
needed, and the bottom when both are wanted. The notation
R64 in the gure is for conversion to radix 64 ASCII format (the
same as the base-64 algorithm mentioned earlier in thisd@ct
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Some PGP Usage Modes for Secure Email Exchange
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Figure 2:This gure is from \Computer and Network Security"
by Avi Kak



20.3: Key Management Issues in PGP
and PGP's Web of Trust

As you have already seen, public key encryption is central to
PGP. It is used for two purposes: sender uses his/her priegte k
for placing his/her digital signature on the outgoing ngssand

the sender uses the receiver's public key for encryptirgetinet
session key.

We can expect people to have multiple public and private keys
This could happen for a number of practical reasons. For-exam
ple, an individual may wish to retire an old public key, bot, t
allow for a smooth transition, may decide to make availatile b
the old and the new public keys for a while.

So PGP must allow for the possibility that the receiver of a-me
sage may have stored multiple public keys for a given sender.
This raises the following procedural questions:

{ Let's say PGP uses one of the public keys made available by
the recipient, how does the recipient know which publictkey i
IS?
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{ Let's say that the sender uses one of the multiple private key
that the sender has at his/her disposal for signing the messa
how does the recipient know which of the correspondingcpubli
keys to use?

Both of these problems can be gotten around by the sender also
sending along the public key used. The only problem heratis th

it is wasteful in spackecause the RSA public keys can

be hundreds of decimal digits long.

The PGP protocol solves this problem by using the notion of a
relatively shorkey identi ers  (key ID) and requiring that ev-
ery PGP agent maintain its own list of private/public keyisng

with their key identi ers, and a list of public keys, alondhwi
their associated key identi ers, for all the email corredpots.
The former list is known as the Private Key Ring and

the latteras the Public Key Ring . Examples of private and
public key rings are shown in Figure 3.

The keys for a particular user are uniquely identi able tdgioa
combination of the user ID and the key ID.
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The key ID associated with a public key consists of its legst si
ni cant 64 bits. This way the key ID is always just 8 bytes long.
The entries for the keys and their IDs shown in Figure 3 are
in hex. Each hex string begins with the least signi cant byte
Therefore, the rst sixteen hex characters in a key 1D wilagbv

be the same as in the public key. The public key ring tableyalwa
include entries for the public keys of the owner of the public
ring despite the fact that the same information is contained
the private key ring table for the owner.

Going back to private key ring shown in Figure 3, for security
reasons, PGP stores the private keys in the table in an €edryp
form so that the keys are only accessible to the user who owns
them. PGP can use any of the three block ciphers at its disposa
CAST-128, IDEA, and 3DES, with CAST-128 serving as the de-
fault choice, for this encryption. The encryption algonitAsks

the user to enter a passphradéne pass-phrase is hashed

with SHA-1 to yield a 160-bit hash code. The rst

128 bits of the hash code are used as the encryption key by the
CAST-128 algorithmBoth the passphrase and the hash

code are immediately discarded.

With regard to the public key ring shown in Figure 3, the elds
Producer Trust , Key Legitimacy , Certi cate , andCer-
ticate Trust are to assess how much trust to place in the
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public keys belonging to other peopleA has B's public key in the
ring, but the key really belongs to C (in the sense that C is thdegitimate owner of
the corresponding private key), then B can send messages t@Ad forge C's signature,
assuming that B has also stolen C's private key. A would thinla message was from C
whereas it is really from B and any encrypted messages from & € would be readable

by B.]

How to designate trust is implementation dependent. In thie re
of the explanation here, we will use the symbolic veiules
partial , andnone for expressing the degree of trust.

A unique feature of PGP is that it isot based on the notion of

a Certi cate Authority (CA) for authenticating the bindinige-
tween a public key and its owner. PGP has pioneered the notion
of web of trust that is a bottom-up approach to establishing
trust for authentication. This is to be contrasted with tlog+t
down approaches Bfublic Key Infrastructure (PKI) that

we talked about in Lecture 13. As presented in that lectuké, P
is based on CAs that are typically arranged in a strict hatriaal
organization for the established of trust. In PKI, the trush ca
only ow downwards from the root node (that must always be
trusted implicitly) to the CAs at the other nodes that desten
from the root node.
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In PGP'sweb of trust , a certi cate can be signed by any user.
For example, in the Public Key Ring shown in Figuréo8 's
certi cate was signed byaza. The same table shows that the
userkak fully trusts zaza presumably becaugaza handed its
public key tokak directly (say, over the phone). Because the
fully-trustedzaza endorses the new ugeto 's certi cate,toto

also becomes a fully-trusted email correspondent for déinkals

Because there is no hierarchy of trust in PGP, it is posdilale t
a user will receive two di erent certi cates for a new en@ites
spondent, say one that the receiver will trust fully and ttheio
that the receiver may trust only partially. Whether or not to
trust such a potential email correspondent is up to the vecei
of the certi cates.

The entry stored in thé’ublic Key eld is where the public
key is stored.

The entry in theProducer Trust  eld of the Public Key Ring
table indicates the extent to which the owner of a partiquldnlic
key can be trusted to sign other certi cates. This will gaiher
be one of three valueklll , partial , or none.
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The Certi cate  eld holds the certi cate(s) that authenticates
the entry in the public key eld. The third row in the Public
Key Ring in Figure 3 shows th&ito public key was signed by
zaza. That is, zaza supplied the certi cate that authenticated
toto 's public key. In other wordgaza used its private key to
digitally signtoto public key and sent that signed document to
kak. The entry in theCerti cate  eld holds that certi cate.

The Certi cate Trust eld indicates how much trust a user
wants to place in the entry in th€erti cate  eld.

For a given public key, the value for tHey Legitimacy eld

is automatically derived by PGP from the value(s) stored for
the Certi cate Trust eld(s) and a prede ned weight for each
symbolic value for certi cate trust. Recall that an indivad
may receive multiple signed certi cates for a new potegiredil
correspondent from others in a web of trust.

Figure 4, based on a gure in Chapter 15 of \Cryptography and
Network Security" by William Stallings, shows the generahét

of a PGP message. As the gure shows, a PGP message consists
of three components: a session key component, a sighature co
ponent, and the actual email message itself. Perhaps the onl
unexpected entry is the \leading two bytes of message 'tigest
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This is to enable the recipient to determine that the conpedbt

lic key (of the sender) was used to decrypt the message digest
for authentication. These two bytes also serve as a IGine

check sequence for the actual email message. The message
digest itself is calculated using SHA-1.

Private Key Ring Table:

User ID Key ID Public Key Encrypted | Timestamp
Private Key

kak@abc.com| EA132....43 EA132....43....APB4ABF23......A9] 041908-11:3(

Public Key Ring Table:

i Producer i Certificate] Key Timestam
User ID Key ID Public Key Trust Certificate Trust  |Legitimacy p
kak@abc.con] EA132....43 EA132....43....A21 Full Full 041908-11:3
zaza@foo.conp 132AB....QZ32AB....02...23A Eull Full
toto@bar.com{ 231DA....04 231DE....02....3BB Full Zaza's Full Full

Figure 3:This gure is from Lecture 20 of \Computer and Net-
work Security" by Avi Kak
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Party A sends a PGP message to party B

o
=
5 Key ID of B's public key
IS Session Key K encrypteg
§ with B's public key
n
Timestamp

% Key ID of A's public key
% Leading two bytes of
@ _ _ Mmessagedigest _ _

Message digest encrypted

with A's private key
: - _ |Encrypt with the] Transmit
_ _ _ _Filename = 2P " | sessionkey K| © R&4 1"t
Timestamp
o | |FeemmeT e
()]
a
(9]
(%]
2
DATA

Figure 4:This gure is from Lecture 20 of \Computer and Net-
work Security" by Avi Kak
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20.4: IPSec | Providing Security at the Packet Layer

A more broad-based approach to security consists of prgvidi
authentication, con dentiality, and key management at lénel
of IP packets (the packet layer or the network layer).

When security is implemented at the network layer in the TICP/
protocol, it covers all applications running over the nkwdhat
makes it unnecessary to provide security separately yoersail
exchange, running distributed databases, le transferpte site
administration, etcThus the application-level programs

are spared the computational overhead of having to
provide for security.

IP-level authentication means that source of the packet is as
stated in the packet header. Additionally, it means that the
packet was not altered during transmissitihrlevel authen-
tication is provided by inserting an Authentication

Header (AH) into the packets.

IP-level con dentiality means that third-party packet saiis can-
not eavesdrop on the communicatiokislevel con dential-
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ity is provided by inserting an Encapsulating Security

Payload (ESP) header into the packets. An ESP header
can also do the job of the AH header by providing authenbicati
in addition to con dentiality.

IPSec is a speci cation for the IP-level security features that
are built into the IPv6 internet protocol. These securityiufess
can also be used with the IPv4 internet protocols addftion to the
built-in security, the main features of IPv6 is its much larger address space. The older and much more
widely used IPv4 supports 43 10° addresses, IPv6 supports 3 10%® addresses. (The population
of the earth is only (roughly) 6 10°.) It is interesting to note that because of features like DHCP
that allows for IP addresses to be dynamically allocated to @vices and NAT that allows for network
address translation on the vy, the address limitations of IPv4 suddenly do not appear to be as serious
as many people thought about ve years back. Even though IPv6has now been around for roughly
ten years, it accounts for only a tiny fraction of the live addresses in the internet. DHCP stands for
the Dynamic Host Con guration Protocol. NAT allows the devi ces connected on a private network
(such the devices connected to your wireless router at homep access the internet using a single public
IP address. NAT is achieved by the router rewriting the souree and/or destination address in the IP

packets as they pass through]

IPSec can be used either in theinel mode , in which the
security of packet tra c in a local area network (as formed by
the machines connected to a single router) can be providad by
single node; or thigansport mode in which the end points of

a communication link do all the packet-level security @msing.
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[With the tunnel mode , you can hide the ultimate source and the destination IP addesses of a
packet by providing an encapsulating new IP header for the aiginal IP header. Whereas the original
IP header would contain information about the true destination of a packet, the newly attached IP
header would send the packet to a security checkpoint host. Tis point is made clear by the third
packet depiction in Figure 7. Note the gure label \IPv4 Head er" for the original datagram and the
label \New IPv4 Header" for the IPSec datagram. With the transport mode you are not trying to

hide the ultimate destination of the packet.]

As mentioned earlier in this section, the main thing aboet th
tunnel mode is that the IP datagram can encapsulate an inner
IP datagram. The real source and the destination addreskes on
appear in the inner datagram. The source and the destination
addresses in the outer datagram are used by the security gate
ways. This notion of an encapsulated IP datagram is shown in
Figure 7.

Note that IPSec-based security services can be provideedmetw
a pair of communication hosts, between a pair of commumcati
security gateways, or between a security gateway and a host.

IPSec includestering capability  sothat only speciedtrac
need be subject to security processing. In other words,lmdg t
packets that are deemed to be security-sensitive needutiHoer f
processed for authentication, con dentiality, etc.
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20.5: IPv4 and IPv6 Packet Headers

IPSec security features are implemented as extensionhdsater
follow the main IP header in an IP packet.

To see where the extension headers go, let's rst look atdime m
packet headers for IPv4 and IPv6. These are shown in Figure 5.

The total length of an IPv4 header is xed and equals 20 bytes.
The Total Length  eld, a 16-bit word, designates the total
length of the packet in octets. (Therefore, the maximumafize
an IPv4 packet is 6536 bytes.) Thédenti cation  eld holds

a unigue value for a given pair of source and destinatioessies.
The Time to Live eld, specied by 8 bits, is subtracted by 1
for each pass through a router. TBeurce Address and the
Destination Address are each represented by 32 bits.

The Protocol eld of the IPv4 headeplays an important
role in grafting IPSec onto IPv4. Ordinarily this eld
indicates the next higher level protocol in the TCP/IP stduhtt
IS to receive the contents of the data eld of the IP packetcn [

protocol (such as the TCP protocol) has a number assigned toti It is this number that is stored
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in the Protocol eld. For example, the number 6 represents the TCP protocol. When
IPSec is used with IPv4, this eld contains the inte-

ger value that represents the security header to fol-
low the main header. For example, the integer 50
represents the ESP protocol that is used for encryp-
tion services in IPSec. Therefore, if the next header

Is the ESP header, number 50 will be stored in the
Protocol eld. Along the same lines, the number 51
represents the AH protocol that is used for authen-
tication services. We will talk shortly about AH and
ESP prOtOCC)lS. . [Bytheway, Lecture 16 provides additional information on the IPv4

header.

An IPv6 header has a xed length of 40 bytes. What makes
IPv6 headers more versatile is that the header of a packet can
be followed bextension headers . The main header and any
extension headers are linked by thext Header eld con-
sisting of 8 bits. The extension headers of interest to us are
the Authentication Header  and theEncapsulating Se-

curity Payload Header . The Source Address and the
Destination Address are each represented by 128 bits.

The IPv6 packets in the tunnel mode may haveoater IP
header enclosing amner IP header . The inner IP header
carries the ultimate source and destination addresseshand t
outer IP header the addresses of security gateways. Thenauthe
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tication and encryption for con dentiality may include aflthe
elds of the inner packet header.
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Main Packet Header for IPv4

0 1 2 3
01234567890123456789012345678901
B e L e SR e SR R
|[version| [HL | DS |[ECN]| Total Length |
B S e i i S S S e e e e St
| Identification |[Flags| Fragment Offset |
B e L e SR e SR R
| Time To Live | Protocol | Header Checksum |
B S e i i S S S e e e e St
[ Source IP Address |
B S e i i S S S e e e e St
[ Destination IP Address |
B e L e SR e SR R
[ Options | Padding |
B S e i i S S S e e e e St

Main Packet Header for IPv6

0 1 2 3
01234567890123456789012345678901
B S R T S S S e e e e St
|Version| Traffic Class | Flow Label |
B S S S S SO A L S S S S S

| Payload Length | Next Header | Hop Limit |
B S e T S S i e o e e St
+ +
+ Source Address +
+ +
B S S S S SO A L S S S S S
+ +
+ Destination Address +
+ +
B S e T S S i e o e e St

Figure 5:This gure is from Lecture 20 of \Computer and Net-
work Security" by Avi Kak
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20.6: IPSec: Authentication Header

Figure 6 shows thAuthentication Header  (AH).

In IPv4, as shown in Figure 7, and in the transport mode of
IPv6, as shown in Figure 8, the AH header is inserted after the
IP header and before an upper layer protocol (such as TCP, UDP,
etc.) header and before aather IPSec headers. For example,
when no AH header is used, an IPv4 packet may look like

original IP | TCP header | Data
header | |

When the AH header is included, an IPv4 packet looks like

original IP | AH | TCP header | Data
header | | |

IPv6, since it allows for various sorts of extension headers,
packet may look like what is shown below in transport mode

original IP | extension hdrs | TCP header | Data
header | If present | |

When the AH header is included, an IPv6 packet may looks like

original IP | other extension | AH | TCP header | Data
header | headers | | |
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The Payload Length eld species the length of the AH in
32-bit word, minus the integer 2.

The Security Parameter Index eld, a 32-bit value, estab-
lishes theSecurity Association for this packet.

The Authentication Data Field holds the rst 96 bits of the
MAC (Message Authentication Code) of the packet calculated
with either the SHA-1 hash function or the HMAC algorithm.
See Lecture 15 for what the acronyms MAC, HMAC,

and SHA stand for.

The MAC is calculated over the IP header elds that do not
change in transit, the AH header (but without the Authentica
Data since it will be the output of the MAC algorithm), and the
inner IP packet

The receiver calculates the MAC value over the appropredtss
of the packet and compares it with the value stored inAte
thentication Data  eld. If the two values do not match, the
packet is discarded.
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The Authentication Header only encrypts theegrity Check
Value .
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Authentication Header

0 1 2 3
01234567890123456789012345678901
e e e T O e s ST SR R O

| Next Header | Length | RESERVED |
+-- S S S R —— +-- e +

| Security Parameters Index |
+-- S S S R —— +-- e +

| Sequence Number |
+-- R —— R e — +

| I
+ Authentication Data (variable number of 32-bit words) |

!l--- S S S R —— +-- e + |

Figure 6:This gure is from Lecture 20 of \Computer and Net-
work Security" by Avi Kak
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Protocol TCP
& Header TCP Segment Data
IPv4 Header IP Data
Original IPv4 Datagram Format
Protocol Next Header TCP
51 z Header TCP Data
Authentication
IPv4 Header Header IP Data
e "

—_——
Authenticated Fields
IPv4 AH Datagram Format - IPSec Transport Mode

:’\i
[

Protocol Next Header Protocol TCP

51 4 & Header TCP Data
IPv4 Header IP Data

New IPv4 Authentication Original IPv4 Datagram

Header Header (Encapsulated)
o S i

——
Authenticated Fields

IPv4 AH Datagram Format - IPSec Tunnel Mode

Figure 7:This gure is from http://www.tcpguide.com
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Figure 8:This gure is from http://www.tcpguide.com
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20.7: IPSec: Encapsulating Security Payload (ESP)
Header

Figure 9 shows théncapsulating Security Payload  (ESP)
header.

ESP may be used to provide the same services as the AH header,
but ESP can also provide con dentiality . ESP may

be applied alone or in conjunction with the AH header. More
generally, ESP can be used to provide con dentiality, datamno
authentication, limited trac ow con dential, etc., depwling

on the options selected through the value stored ilsdwirity
Parameter Index eld. This value, that must be between 1
and 255,

The Payload Data eld, of variable length, can store the ini-
tialization vector required by the encryption algorithm.

ESP achieves con dentiality by replacing the original extst
of the data eld of the enclosing IP packet with an encrypted
version. Depending on the security requirements, the [@ramy
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may be applied either to the entire datagram or to, say, jast i
transport-layer segment (TCP).

Since the ciphertext produced may not terminate on a 4-byte
boundary even when the plaintext does,Raelding eld meant

to ensure that this boundary constraint applies to the dvera
packet.

The Authentication Data eld includes the MAC value of
the ESP packet. In the context of IPSec, this value is known as
the Integrity Check Value

ESP's authentication scheme can be used either indepbnaotent
the AH header or in conjunction with it.

Before encryption, aBSP Trailer is appended to the data to

be encrypted. The payload (meaning the TCP/UDP message
in the transport mode or the encapsulated IP datagram in the
tunnel mode) and the ESP Trailer are both encrypted, but the
ESP Header is not.

If the optional ESP authentication is used, the authenticao
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calculated over the entire ESP datagram. This includes 8¢ E
Header, the payload, and the trailer.

As shown in Figure 10 for IPv4 and Figure 11 for IPv6, the ESP
Header comes just before the protected portion of the datagr
The encrypted datagram is followed by the ESP Trailer, that i
turn is followed by the option&SP Authentication Data

eld. ESP's authentication service is similar to what isvyated

by AH.
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Encapsulating Security Payload (ESP) Header

0 1 2 3
01234567890123456789012345678901
Fototottototot bttt ottt bbbttt L

| Security Parameter Index (SPI) |

B —— T — S — +-- s +

| Sequence Number |
B —— T — S — +-- s +

I |
+ +
I |
+ Payload Data (variable) +

I |
+ +
I |
B —— T — S — +-- s +

| | Padding (0-255 bytes) | |

R R — T RE— S S e — +

| | | Pad Length | Next Header |

R R — T RE— S S e — +

I |
+ Authentication Data (variable) +

I |
B —— T — S — +-- s +

Figure 9:This gure is from Lecture 20 of \Computer and Net-
work Security" by Avi Kak
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Figure 10:This gure is from http://www.tcpguide.com
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Figure 11:This gure is from http://www.tcpguide.com
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20.8: IPSec Key Exchange

Before ESP can be used, it is necessary for the two ends of a com
munication link to exchange the secret key that will be used f
encryption. Similarly, AH needs an authentication key. Kag
exchanged with thimternet Key Exchange (IKE) protocol.

IKE combines the functions of three other protocols:

{ The Internet Security Association and Key Management Pro-
tocol (ISAKMP) that provides a generic framework for ex-
changing encryption keys and security association informa
tion. ISAKMP supports many di erent key exchange meth-
ods.

{ The Oakley Key-Exchange Protocol. it is based on Die-
Hellman algorithm but provided additional security. Thas i
the default key-exchange method used by ISAKMP.

{ The SKEME protocol for key exchange. ISAKMP uses the
re-keying feature of this protocol.

Di e-Hellman's computationally expensive modular expine
ation makes it vulnerable to elogging attack in which a
communication node spends an inordinate amount of time-gene
ating session keys if too many of them are requested all &t onc
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(An adversary may forge the source address of a legitimate paand send a public
Di e-Hellman key to an unsuspecting host, which then has to arry out modular expo-
nentiation to compute the secret session key. But repeatedaeipts of the same request
could clog up the host by causing it to spend all its time in modlar exponentiation.)
Di e-Hellman is also vulnerable to the man-in-the-middtaek.

Oakley thwarts the clogging attack by using a cookie-egehan
between the two parties. A request for a secret session lsty mu
be accompanied with a cookie that is nothing but a pseudoran-
dom number.

Cookie exchange consists of each side sending a pseudorando
number to the other that must be acknowledged by the reggivin
party to the sending party. If the original requester for aetec
session key was masquerading as someone else, they wauld nev
receive the cookie.

A cookie is generated by hashing the IP source and destination
addresses, the UDP source and destination ports, and & local
generated secret value.

40



20.9: SSL/TLS for Secure Web Services

SSL (Secure Socket Layer) was developed originally byapetsc
to provide secure and authenticated connections betwewesdns
and servers in 1995.

SSL providesransport layer security. Recall from Figure 1
that the transport layer is where the TCP and UDP protocols
reside in the TCP/IP stack.s|nce SSL sits immediately above TCP in the
protocol stack, a more precise way of stating this would be &t SSL providesSession
Layer security in the OSI model of the internet protocols. See theoomments on Slide

20]

IETF (Internet Engineering Task Force, the body in charge of
the core internet protocols, including the TCP/IP protocofde
SSL Version 3 an open standard in 1999 and called litS
(Transport Layer Securityyersion 1 .

SSL/TLS allows for either server-only authentication ovese
client authentication. In server-only authentication, tient
receives the server's certi cate. The client veri es theess
certi cate and generates a secret key that it then encryits w
the server's public key. The client sends the encryptedtdexsr
to the server; the server decrypts it with its own private &eg
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subsequently uses the client-generated secret key tpetiay
messages meant for the client.

In the server-client authentication, in addition to the se&ey,
the client also sends to the server its certi cate that theese
uses for authenticating the clienODpenSSL is an imple-
mentation of the SSL and the TLS protocols.

SSL is actually not a single protocol, or even a single mlotoc
layer. SSL is composedfolir protocols in two layers , as
shown in Figure 12.

Application Layer

(e.g. HTTP)
SSL Handshake SSL Cipher SSL Alert
Protocol Change Protocol Protocol
The SSL
Protocol Stack

SSL Record Protocol

TCP

IP

Figure 12:This gure is from Lecture 20 of \Computer and Net-
work Security" by Avi Kak
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20.10: The Twin Concepts of \SSL Connection" and
\SSL Session"

In the SSL family of protocols, @nnection is aone-time
transport of information between two nodes in a communica-
tion network.

{ A connection constitutes peer-to-peer relationship be-
tween the two nodes.

{ Being one-time, connections are transient.

{ Every connection is associated witkession.

A session is an enduring association betweealiant and a
server.

{ A session is created by tB&&L Handshaking Protocol

{ A session can consist of multiple connections.

{ A session is characterized by a set of security paramegers th
apply to all the connections in the session.

{ The concept of a session eliminates the need for negotiating
the security parameters for each separate connection.
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20.11: SSL Session State

An SSLsession state is characterized by the followipgrame-
ters:

Session Identi er:  An arbitrary byte sequence chosen by the
server to identify an active or resumable session state.

Peer Certicate:  An X509.v3 certi cate of the peer. This
element of the state may be null.

Compression Method: The algorithm used to compress the
data prior to encryption.

Cipher Spec: Speci cs of the bulk data encryption algorithm
and the hash algorithm used for MAC calculatioBge Lec-
ture 15 for what MAC and the related acronyms

HMAC, SHA, etc., stand for.

Master Secret. A 48-byte secret shared between the client and
the server.
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IsResumable: A ag indicating whether the session is allowed
to initiate new connections.
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20.12: SSL Connection State

An SSLconnection state is characterized by the followirpg-
rameters :

Server Write MAC Secret: The secret key used in MAC
operations on data sent by the server.

Client Write MAC Secret: The secret key used in MAC
operations on data sent by the client.

Server Write Key:  The symmetric-key encryption key for
data encrypted by the server and decrypted by the client.

Client Write Key: The symmetric-key encryption key for
data encrypted by the client and decrypted by the server.

Initialization vectors: An initialization vector (IV) for each
key used by a block cipher operating in the CBC mode is main-
tained. The vectors are initialized by tl&%SL Handshake
Protocol . Subsequently, the nal ciphertext block from each
record is preserved for use as the IV with the following record
(This will become clearer after we have discussed the SSL
Record Protocol)
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Sequence Numbers: Each party maintains separate sequence
numbers for the transmitted and received messages thraagh e
connection. When a party sends or receivelsamge cipher

spec message, the appropriate sequence number is set to zero.
Sequence numbers may not excééd 2.
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20.13: SSL Record Protocol

As shown in Figure 12, tIi®&SL Record Protocol sits directly
above the TCP protocol.

This protocol provides two servic€on dentiality andMes-
sage Integrity .

In a nutshell, this protocol is in charge of taking the actaéhd
that the server wants to send to a client or that the clienttaan
to send to a server, fragmenting the data into blocks, apply-
ing authentication and encryption primitives to each hlaeid
handing the block to TCP for transmission over the networnk. O
the receive side, the blocks are decrypted, veri ed forapess
integrity, reassembled, and delivered to the higherfegbcol.

The operation of th8SL Record Protocol is shown in Figure
13. It consists of the followinge steps:

{ Fragmentation:  The message (either from server to client,
or from client to server) is fragmented into blocks whoggen
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does not exceed216384) bytes.

{ Compression: This optional step requires lossless compres-
sion and carries the stipulation that the size of the inpockl
will not increase by more than 1024 bytes.ydu'd expect, com-
pression will, in most cases, reduce the length of a block piwced by the fragmen-
tation step. But for very short blocks, the length may increae] SSLVB, the
current version of SSL, does not specify compression.

{ Adding MAC:  This step computes the MAC for the block.
The MAC is appended to the compressed message block.

{ Encryption:  The compressed message and the MAC are
encrypted using symmetric-key encryption. The encryption
may be carried out with a block cipher such as 3DES or with
a stream cipher such as RC4-128. A number of choices are
available for the encryption step depending on the level of
security needed.

{ Append SSL Record Header:  Finally, an SSL header is
is prepended to the encrypted block. The header consists
of 8 bits for declaring the content type, 8 bits for declaring
the major version used for SSL, 8 bits for declaring the mi-
nor version used, and 16 bits for declaring the length of the
compressed plaintext (or the plaintext if no compressian wa
used).
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Each output block produced by tI&SL Record Protocol is
referred to as aBSL record . The length of a record is not to
exceed 3767 bytes.
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Application Data

Fragment

Compress //// /.
Add MAC // \\

Encrypt

Append SSL
Record Header

Figure 17.3 SSL Record Protocol Operation

Figure 13:This gure is from Chapter 17 of Stallings: \Cryptog-
raphy and Network Security", Fourth Edition
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20.14: SSL Handshake Protocol

Before theSSL Record Protocol can do its thing, it must
become aware of what algorithms to use for compressioepauth
tication, and encryption. All of that information is gertechby
the SSL Handshake Protocol

The SSL Handshake Protocol is also responsible for the
server and the client to authenticate each other.

This protocol must also come up with the cryptographic keys t
be used for the encryption and the authentication of each SSL
record.

As shown by Figure 14, tfeSL Handshake protocol works
in four phases.

Phase 1 handshakinginitiated by the client , is used to
establish thesecurity capabilities present at the two ends
of a connection. The client sends to the serveliemt _hello
message with the following parameters:

{ Version (the highest SSL version understood by the client)

{ Random (a 32-bit timestamp and a 28-byte random eld
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that together serve amnces during key exchange to prevent
replay attacks)

{ Session ID (a variable length session identi er);

{ Cipher Suite (a list of cryptographic algorithms supported
by the client, in decreasing order of preference); and

{ Compression Method (a list of compression methods the
client supports).

The server responds with iserver _hello message that has

a similar set of parameters. Server's response, as yo@dtexp
includes the speci c algorithms selected by the server thiem
client's lists for compression, authentication, and gxticny.

The Cipher Suite parameter in theserver hello message
consists of two elements. The rst element declarekahex-
change method selected. (The choice is betw&A , three

di erent types ofDi e-Hellman , etc.) The second element of
the Cipher Suite parameter is calle@ipherSpec ; it has a
number of elds that indicate the authentication algorittae-
lected, the length of MAC, the encryption algorithm, etc.

Phase 2 handshaking is initiated by the server if server au-
thentication is needed by the client. The server sends to the
client acerti cate message containing its one or more cer-

ti cates validating its public key. This could be followed &
server _key _exchange message and acerti cate _request
message, both from the server to the client. Tiserver _key
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exchange message could, for example, consist of the global
Di e-Hellman values (a prime number and a primitive root of
that number) and the server's Di e-Hellman public ké3hase

2 handshaking ends when the server sends the clisetvar
hello done message .

Phase 3 handshaking is initiating by the client. If client au-
thentication is required, the client sends to the servercdre

ti cate message containing one or more certi cates validating
its public key. Next, the client sends to the server a mamngato
client _key _exchange message that could, for example, con-
sist of a secret session key encrypted with the serveris gal
This phase ends when the client sends to the sergertia

cate verify message to provide a veri cation of its certi cates
if they are signed by a certi cate authority.

Phase 4 handshaking completes the setting up of a secure con-
nection between the client and the server. The client sends t
the server a&hange _cipher _spec message indicating that it

is copying the pending CipherSpec into the current CipleerSp
(See Phase 1 handshaking for CipherSpec.) Next, the el s

to the server thenished message. As shown in the gure, the
server does the same vis-a-vis the client.

The change _cipher _spec message format must correspond
to the Change Cipher Spec Protocol . This protocol says
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that the message must consist of a single byte with a value of 1
indicating the change.

The last of the SSL protocoBslert Protocol |, is used to convey
SSL-related alerts to the peer entity.
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Figure 14.This gure is from Chapter 17 of Stallings: \Cryptog-
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Figure 17.6 Handshake Protocol Action

raphy and Network Security", Fourth Edition
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